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Singapore CREATE Initiative

Vision
Bring world-class research organizations together

in one SIN site to internationalize and increase the
vibrancy of Singapore’s R&D system
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Goals

Establish a strong pipeline of ideas, talent and
research capabilities to accelerate SIN capability
building

Make researchers from diverse backgrounds and
disciplines interact with SIN’s research ecosystem

Established
2007 SMART Infectious Disease

- EE CHE JER L EE EN RED RPN VEE

TECHNOLOGICAL

UNIVERSITY

ETH:zurich

mpus

JET [EE HE .HE.

k1 vl cRlCHCECE R

PAUL SCHERRER INSTITUT

" Campus for Research Excellence
~And Technological Enterprise

L,_

LTy

: . -_'.'...5:.:':1-“||.IIIIIMIEHI“ L H ¢

U
k Hans R. Heinimann | 06.12.2017 | 2



FRS]| FUTURE
RESILIENT:

SN EMS

—

CREATE Research Centres

\ University of
California,

I I I H B Massachusetis
@)/ Berkeley

I I Institute of
Technology

UNIVERSITY OF ) Do of
» CAMBRIDGE Jerusaler¥1

ETHzurich

N US 1< | TECHNOLOGICAL

Mational University
of Singapore

e . & NANYANG
CREATE  ETHziirich % NUS @Gﬁiﬁ%ﬁgﬁq&

mpus

PAUL SCHERRER INSTITUT

L,_

TUTI

Technische Universitat Minchen

Hans R. Heinimann |

FXAAY

06.12.2017



Sozio-Technische Systembetrachtung

System der Nutzer

Technische Systeme

Betreiber-Organisation

Fragmentierung iberwinden
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Outline

Challenges calling for a new approach
Resilience, emerging paradigm
Resilience metrics

Building Resilience
Robust Design
“Informed” Recovery
Social Resilience
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Paradigms to Cope with Uncertainty

Reliability Engineering Risk Management Robustness / Resilience

weakest link chain of events network-centric
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Pre-event Pre-event Pre + Post-event
Probabilistic Probabilistic Probabilistic
F/C-diagrams F/C-diagrams
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Failures often statistically interdependent

Cascading failures
Postive Feedback

Emerging phenomena (Dragon Kings)
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[C1] Increasing Value@Risk + Coupling

n Challenge
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[C2] Interdependencies
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Cyber-Physical Systems
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Sugiyama, Y. Fukui, M., Kikuchi, M.,
Hasabe, K., Nakayama, A., Nishinari,
K., Tadaki, 5., Yukawa, S. (2008):
Traffic Jam without Battleneck.
https://youtu.be/Twm-pZp_mill

PAUL SCHERRER INSTITUT 2

TRCHNOLOGICAT. d_}T-E } HansR. Heinimann | 06122017 | 11
SMU

National University IJNIVERSITY

of Singapore

CREATE  ETHzirich







[C3] — Rﬁgime Shifts (Osorio et al. 2010)

10
= Outliers
(=2
= ]
o
A
£ 0.l
=
-
o
O 001 |

) 4
0.01 0.1 1 10
Heterogeneity

PAUL SCHERRER INSTITUT Ty
C_R EATE mzurICh %&) :algg‘:lpgj::“‘% % ﬁm@gﬁ |J— — k:: Hans R. Heinimann | 06.12.2017 | 12

\F3)/ UNIVERSITY SMU

mpus




Need for a new approach
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Resilience — Building Blocks )
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Hurricane Sandy — Power Grid Disruption

2.5
How to resist within
4] acceptable
o y» .
- 2.0 : degradation?
§ How to best re-stabilize
S 15 3 a system?
= How to best rebuild a
2 1.0 system?
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28.10 OLI1 05.11 09.11 13.11 17.11

Time (Date)

PAUL SCHERRER INSTITUT 13

C R EAT E mzu rICh mn}:njv§ %%E?{%%% |_j_ - kﬁ Prof Dr Hans R Heinimann | 18.08.2014
Campus for ans oFSingapcrer \\*’4’ VL

SMU

...... Enterprise




Key Questions fo Be Answered

Pre-Event (Risk-M)
1. What can go wrong?

2. What is the
probability that it
will go wrong?

3. What are the

consequences?
. INTERNATIONAL ISO
STANDARD 31000
Risk management — Principles and
guidelines
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Pre/Post-Event (Resilience)

How to resist within
acceptable degradation?

How to best re-stabilize
a system?

How to best rebuild a
system up to a sufficient
level of service?

How to best reconfigure
a system?

To the Deca-Tuple
Question Set

PAUL SCHERRER INSTITUT

. How to keep awareness

high?

. How to anticipate critical

events?

. How to remember

successful past responses?

. How to speed up orga-
nizational adaptation?

How to increase the
coping capability?

How to reduce
degradation with smart
responses?

Prof Dr Hans R Heinimann | 18.08.2014



[FRS)| FUTURE A S
RESILIENT #14%E

SYSTEMS

Resilience Metric [Bruneau et ol 2003]
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Problems with Bruneau’s Assumptions

aad

Bruneau Assumptions Decrese in Resilience Increase in Resilience
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Recovery Functions

System Performance
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1. Robustness

2. Reliability

3. Recovery

4. Reconfigurability

Function parameters

Represent
Intrinsic system properties
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Building Resilience
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Robust Design

mpus

i} Flexible

£ Engineering
. £ Design &
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2
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Design Variables
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Building Resilience Through Design

Robustness

Property of a system which allows it
= to satisfy a fixed set of requirements,

= despite changes occurring
after the system has entered service,
l. in the environment or
2. within the system itself,
3. from the nominal or expected environment or
4. the system design parameters.
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Flexibility

implies the ability of a design

= to satisfy changing requirements
= after the system has been fielded
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Saleh, J. H., Hastings, D. E., & Newman, D. J. (2003).
Flexibility in system design and implications for
aerospace systems. Acta astronautica, a3(12), 327-

344,
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Robust Design — Key o Resilience IEEE-30
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Recovery - Influence of Repair

MIN(proximity + repair time
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Nazli Yonca Aydinl, H. Sebnem Duzgun, Hans Rudolf
30% Heinimann, Friedemann

Wenzel, Kaushal Raj Gnyawali (forthcoming):
Evaluation of operational resilience enhancement
strategies for rural transport networks und
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Recovery - MTTR - Repairability
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Social Resilience .
Decision Action

Making

Update memory

Reconfigure

develop Rehuild
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ptions are comprise of resistance, re-

stabilizing critical social
functions, recovery of social
functions and reconfiguration
of social interactions
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Organisational Resilience — Recovery after 9/11 Grounding
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To Sum Up...

Systems are getting
More interconnected
More cyber-physical

Ambiguity and unexpectedness as main challenges

Resilience extends reliability and risks, not replaces thems

Resilience metric: still searching for better approaches

Robust and flexible design + “Informed recovery” key to build resilience

Social resilience — distributed cognitive function view
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